
Ransomware Incident Containment Procedure
Form
INCIDENT DETAILS
Date & Time Detected:

Reported By:

Affected System/Location:

Brief Description:

IMMEDIATE ACTIONS TAKEN
Describe steps taken to contain the ransomware:

 Disconnected from network

 Powered off affected devices

 Blocked suspicious traffic

 Other (specify below)
Other actions:

CONTACTED PARTIES
List all internal/external contacts notified (e.g., IT, management, authorities):

CONTAINMENT CONFIRMATION
Has the ransomware been contained?

Details:



ADDITIONAL NOTES

Responsible Person Signature & Date


	Ransomware Incident Containment Procedure Form
	INCIDENT DETAILS
	IMMEDIATE ACTIONS TAKEN
	CONTACTED PARTIES
	CONTAINMENT CONFIRMATION
	ADDITIONAL NOTES


